ELCASecurity

When digital meets the physic: _f
(Cyber)Security in Sports and E
Cultural Events



The Independent
Swiss IT Company

ELCA is one of the biggest independent
Swiss full-service providers for business

and technology solutions.

We are leader in the fields of IT business consulting,
0, - software development, software maintenance and IT
|:I|:|:| - |:|I|:|:| systems integration. Our solutions reduce complexity
and increase innovation cycles, improve business

outcomes and customer satisfaction.

"_\' Our privately owned company has branches in Pully (Head Office),
C@& Geneva, Basel, Berne, Zurich, Rapperswil, Madrid and Paris as well
‘\* as offshore/nearshore centers in Vietnam, Mauritius, Granada, Italy,

all operating according to a common process framework.
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One Stop Shop Partner : ELCASecurity

Cyber Security Program

Governance - Risk Analysis — Pentesting — Configuration Analysis — Modern SOC - Incident Response

Anticipation Protection Defense Recovery

IR Plan Security by Design Managed SIEM Recovery
Playbooks Supply Chain Security Managed EDR Digitalization
Tabletop Exercises Security Testing Managed NDR Refactor
Threat Intel IAM Managed OT/IOT Improvements
Awareness CSIRT

IT - OT/ICS - loT - Public/Private Cloud
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Event Cybersecurity An interconnected world under pressure

(GEO-)STRATEGIC STAKES

FIELD OF OPPORTUNITY

COMPLEX SECURITY CHAIN

INCREASED VISIBILITY




Threats and consequences

RANSOMWAR
MALWAN |

s
63;,

OPPORTUNISTIC
CYBERCRIME

|
\ / DIGIT

RANSO
1-13

Perverse alliance between state actors and cybercrime
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Actors Complexity and shared responsibility
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CYBERSECURITY INDUSTRY



Challenges Growing and combined complexity

TECHNICAL CHALLENGES PHYSICAL IMPACTS



Solutions and Best Practices \
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Real life experience
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SOME FIGURES

15 - Grand Firs! - | hog St

«-al d , R 1

3 78 e T T LA
Live Delegation ws=rs~ail' B
Shows b SN L NEY [
= N
= FA}
e S
9 10 Y _i N ;h ‘P'
) P i)
Dress Da.ys., } : ’g }';‘,‘
Rehearsals Eurovision iy Py 7 & !
thereal 6 with Audience Vi"age b, ~ . ' - : o

\. J

J

Q o 4 .
SpEning Social
Ceremony Do Euro Club Arena +
EureDrsion To J




SOME MORE FIGURES
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Timing constraints

1.4.2025 2.5.2025 10.5.2025 18.5.2025 1.6.20257
Security Questionnaire Technical Questionnaire Onsite Collaboration Internet Disconnect Daily Security Reviews Decommissioning
Security Clauses Concepts Review Concept Tuning Digital Sweep Cyber Working Group Reporting & Debriefing
Incident Management Security Tests & Fixes Incident Response Exercise 247 monitoring
Incident Response Plan Vulnerability scans Processes Review Threat Intelligence update
Disaster Recovery Plan 24x7 monitoring Threat Intelligence

247 monitoring

Security :
Selection Concept_ & Setup Checks & Event De?ornmls
Preparation Week sioning
Rehearsals

13.01.2025 01.04.2025 30.04.2025 10.05.2025 18.05.2025

Weekly Daily T

Threat Level and Synchronization Frequency




Security organisation

Strategic Security Coordination WG

WG

WG WG WG

Crisis Management

Accreditation Security Health & Safety
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Intelligence - PIR’s, KPI's: MARCH - D-DAY
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Tooling
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B ELCASecurity

AN ELCA COMPANY

Christophe Gerber
General Manager
christophe.gerber@elca.ch
079 670 96 43

www.elcasecurity.ch
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